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User Requirement UR5 – The physical protection systems should be based on the State’s current evaluation of the threats.
CR5.1 asks for evidence that a DBT or other appropriate threat statement has been developed.
CR5.2 asks for provisions for periodic review of the threat by the State.

CR5.3 asks for evidence that the concept of DBT or other appropriate threat statement has been used to establish the PP systems.

CR5.4 asks that the designer introduced flexibility in PPS design to cope with the dynamic nature of the threat.

In the following chapter we will present information about the situation in a country. Please read it carefully and perform a judgement whether the 4 Criteria listed above are met (or not). Enter your judgement and the rationale for your decision into the eNESA tool.
1. Background
A new government has come into power in the State of Smalldom. The new government has ordered a complete review of the nuclear industry and its facilities. Specifically targeted for review are areas dealing with nuclear security and physical protection issues as the new government wants to utilize international concerns regarding terrorism to make changes to the nuclear industry. 
In particular, the new Minister has just returned from meetings at the IAEA that involved Design Basis Threat. He is asking you to conduct a thorough assessment, using the INPRO methodology, of User Requirement 5 (Threat) and the Criteria and Indicators from the physical protection guide to determine whether the State meets the international guidance, as related to threat. 
There are provisions in the Nuclear Security Law that call for the development, application and periodic review of a national threat for facilities in the nuclear industry. However, the only document found appears to be a detailed threat assessment that was performed twenty years ago (five years after the completion of the NPP). It appears to be the very first threat assessment done. 
In addition, there are numerous pieces of information included in the package that appear to be periodic intelligence reports from different parts of the government. The documents have dates that span the period of time between the first threat assessment and the present, and they appear to have simply been placed into the file as part of an on-going record. Some examples of this intelligence data are below: 

2. Intelligence Files 
International 

· The war in a neighboring country has caused suspected terrorists to enter the State illegally.

· The local MVD reports that several special forces members had been offered large cash payments to provide special training to unidentified individuals.

· Another neighboring country is reported to have developed the technology necessary for nuclear weapons but lacks sufficient quantities of HEU to build a device. It is reported to be seeking the means of acquiring several kg of HEU. 
National Crime Study

An analysis of crime incidents leads to the following conclusions:

· A major bank robbery was committed in the capital two months ago.  Four robbers escaped with a large amount of money.  Investigation shows the bank vault was breached by the sophisticated use of high explosives stolen from the local army base.

· Nationally, many thefts of highly valuable items have occurred.  The crimes do not appear to be related to each other.  It is speculated that several groups committed the crimes.  Organized crime may be involved.

Professional Organizations

· During a meeting of the Industrialists Society, concern was expressed by managers of corporations that some of their employees had been approached by unnamed groups to help them carry out theft of valuable equipment and materials from the corporations. The employees had been offered large amounts of money.

Site-Specific Data

· An analysis of the backgrounds of the employees of Nikolai NPP and of the population of the community did not provide any information that would suggest a concern of threat to the NPP.

· There have been no serious disputes over labor issues at the NPP in the past five years. 

· Local news media publicize the recently upgraded security system at the NPP as the latest in modern security system design with full IAEA compliance.

· An NPP employee was recently caught stealing equipment and terminated from the facility.

· A site-wide inventory recently discovered that several controlled site drawings were missing.
3. Facility Information

In your discussions with the facility, you learn that they made significant changes to their physical protection system after the State developed its DBT. It was determined that the system was not sufficient to handle the threat, as defined at that time. Therefore, measures were taken to improve the overall physical protection of the facility. 
Since that time, facility management has received no additional guidance from the State regarding the physical protection of the site. Occasional inspections are performed and the results always suggest that the system meets regulatory guidelines. 

However, due to some incidents that have occurred at the facility over the years, additional measures have been taken by the management to modify or improve the situation. Components and subsystems have been updated or relocated in order to improve efficiency and reliability of the overall system. 
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